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Abstract:

The need for rapid software development continues to accelerate as organizations
adopt software-defined products to stay competitive. The automotive industry’s
software-defined vehicle (SDV) initiative is a clear example of this shift. Yet building
these systems becomes significantly more complex when safety or security
requirements apply, especially under strict industry standards.

To maintain development speed, teams are increasingly looking to automate and
streamline both engineering and compliance activities. Advances in generative Al have
made it possible for large language models (LLMs) to produce code directly from
requirements. However, regulated sectors such as automotive, industrial automation,
and medical technology remain cautious due to the elevated risks associated with
defects in safety-critical software.

To address these risks, organizations are exploring how to combine LLM-based code
generation with deterministic software-testing technologies—such as static analysis,
unit testing frameworks, code-coverage measurement, and simulation environments—
to strengthen confidence in generated code and reduce security vulnerabilities.

In this presentation, we will:

¢ Examine the risks of applying LLMs to safety-critical code generation.

* Demonstrate the role of deterministic testing tools—including static analysis and
code-coverage methods—in validating Al-generated code.

* Highlight recent scientific research on LLM-based code generation for critical systems.
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